DMS COMMUNICATIONS SUPPORT AGREEMENT

Between

Commander, Director of Operations, Naval Computer and

Telecommunications Station (N3), Washington D.C.

And

______________________________________________________

Ref: (a) NTP-21 (Series)

     (b) NTP-22 (Series)

1. Purpose:  To establish a Communications Support Agreement (CSA) between the Director of Operations (N3), Naval Computer and Telecommunications Station (NCTS) Washington DC and _______________

___________________________________________________________________.

2. Authority:  This agreement is executed in accordance with References (a) and (b). The terms of this agreement become effective upon signature of both parties.  Previous CSA’s are cancelled when this document becomes effective.

3. Action:  Director of Operations (N3) NCTS Washington DC, hereafter referred to as “DMS Service Provider”, and _________________________ ______________________________________, hereafter referred to as “DMS Client”, will each be responsible for carrying out the provisions of this agreement.

4. Responsibilities of the DMS Service Provider:

a. Provide a mailbox account including transport services and message storage on a DMS GroupWare Server (GWS) on behalf of the DMS Client.

b. Provide the DMS Client with access to their DMS mailbox and Directory services through NIPR/SIPR net, and/or through Remote Access Server (RAS) for dial-up access.  Coordinate with DMS Client’s System Administrator regarding configuration issues that affect connectivity to the DMS Service Provider’s GWS such as firewalls, routers, modems, and X.400 connections.

c. Provide for Directory Services to the DMS Client through the availability of a Directory Service Agent (DSA) at their own location or elsewhere.

d. Provide for the issuance of (2) Fortezza cards per system to the DMS Client.  Any and all Fortezza cards issued to the DMS Client must be programmed with appropriate roles to fulfill the customer's needs.

e. Provide for the posting of X.509 Certificates and public encryption keys on the DSA on behalf of the customer.

f. Assist the DMS Client in establishing and maintaining their own organizational O/R address and Distinguished Name entries. Assist in the process of making corrections, keeping these items accurate and up to date.

g. Provide for and monitor message traffic to and from the DMS Client as it traverses the DMS Message Handling System (MHS). Coordinate alternative routing schemes in response to scheduled or unscheduled outages of DMS infrastructure components such as Message Transfer Agents or DSAs.

h. Assist DMS Clients with problems and questions they may encounter in the normal use and service of their DMS User Agent System.  Refer DMS Clients to Help Desk facilities at the next higher level for issues that prove to be beyond the capabilities of the DMS Service Provider.

i. Provide instructional guidance to DMS Clients on the initiation of a Trouble Ticket when the situations warrants.

j. Initiate Message Trace Request on behalf of the DMS Client when required.  Investigate and attempt to remedy problems customers are having that result in non-delivery of their DMS messages.

k. Create and maintain a current listing of Points of Contact (POC) at the DMS Service Provider.  Include e-mail addresses, secure and non-secure telephone numbers, both commercial and DSN, for each person listed.  Distribute this listing to all DMS Clients serviced by your location.

l. Provide a Web Site http://www.nctsw.navy.mil/ for DMS Clients to

download information or alert the Clients of pertinent news.  

5. Responsibilities of the DMS Client:

a. Apply for a NAVALMESSAGE account online at https://navalmessaging.spawar.navy.mil/  Obtain and install the most current version of each DMS application on our DMS User Agent system.  This includes all software updates, patches, service packs, FENs, etc. and applies to all DMS related software including TurboPrep, Common Operating Environment Message Processor/Joint Message Processing System (CMP/JMPS), Defense Message Dissemination System (DMDS), etc. and to all related DMS hardware including loading keying material for SECTERAs, etc.

b. Coordinate with the DMS Service Provider to configure and maintain connectivity through either NIPR/SIPR or through Dial-Up Networking in support of Sensitive But Unclassified (SBU) and/or Secret messaging as required.

c. Assign qualified personnel within the activity to specific DMS roles such as System Administrator, Information Systems Security Officer (ISSO), Releasing Authority, etc.  Ensure that personnel filling these positions are adequately trained and knowledgeable in DMS concepts and theory of operation.  Apply for ARWEB access via the Navy Global DMS Consolidated Help Desk at https://www.dmshelp.navy.mil
d. Develop, implement and maintain Standard Operating Procedures (SOP) for the operation and maintenance of the activity’s DMS related systems.

e. Provide current and accurate Configuration Management information to the DMS Service Provider concerning any and all DMS related systems located at the DMS Client facility.

f. Install and provide Secure Data Devices (SECTERA) and required cables through activity’s EKMS Manager.  DMS Client is responsible for providing the necessary funds for the repair, maintenance, shipping, or replacement of broken equipment.

g. Use the X.509 Certificate Request Form to initiate action for an organizational messaging certificate or FORTEZZA card for use with an EC.  Contact DMS Service Provider CAW operators at (202) 433-2332/0773 for assistance in completing forms and FORTEZZA certificate issues.

h. Contact the Navy Address List Creation Authority (540)-284-0318 or (540) 284-0323 at COMNAVNETSPAOPSCOM DAHLGREN VA to establish or modify AIGs/CADs and to add or modify PLA entries in the DIT.  The DMS Service provider is only the cognizant authority for AIGs 147, 177, and 13976.
 
i. In the event of a DMS EC failure, submit a trouble ticket to the global help desk and notify the DMS Service Provider.  Routine troubleshooting may resolve the failure.  If the problem is not resolvable due to a hardware malfunction, CASREP the system to COMSPAWARSYSCOM SAN DIEGO CA.  It is the customer’s responsibility either to replace, fix, or contract the services to correct the malfunction.

j. DMS hardware has a limited parts and labor warranty via the manufacturer.  For information concerning the coverages and points of contact, go to the Naval Message Support Desk at https://navalmessaging.spawar.navy.mil  Look under DMS, DMS Documentation and Conf/Warranty for the manufacturer of your EC.

k. When DMS problems arise, contact the DMS Consolidated Help Desk (DCHD) at https://www.dmshelp.navy.mil and submit a trouble ticket.  The problem will be immediately forwarded to the DMS Service Provider for action.  The progress of your trouble ticket will be available to view through the help desk interface.  For assistance in filling out a trouble ticket, contact DCHD at (877) 646-1476 or (757) 322-3243.  Cooperate with personnel at the DMS Service Provider during the problem remedy process.

l. Prepare outgoing DMS messages using the proper USMTF formatting. Third party applications such as TurboPrep can be used for this task.

m. The DMS Client is responsible for maintaining the most current version of their message drafting software.  Although the DMS Service Provider will notify them of new versions, updates, or patches to these applications, it is the responsibility of the DMS Client to install/apply such updates and patches to their DMS system(s).

n. Commands operating a GWS must upgrade the server prior to a DMS Client upgrade.  Upon completion of a DMS upgrade, send a signed and encrypted test message to the SPAWAR TSA and to the DMS Service Provider.  Failing to do this by CNO or NAVNETSPAOPSCOM mandated deadlines may result in a loss of DMS capability.

o. The DMS Client must have message releasing procedures in place, and must designate qualified people, as Authorized Releasers to ensure that all messages sent on behalf of their organization are authentic.

p. All DMS organizational messages sent by a command must be encrypted using an encryption certificate and must bear a Digital Signature.  The message contents plus any and all attachments must be encrypted in this manner.

q. Internal dissemination and distribution of DMS message traffic received by the DMS Client is their responsibility, and is independent of the DMS Service Provider.  The DMS Client may use applications such as DMDS for this purpose.  Messages may be disseminated internally either to individual e-mail boxes, disk directories, or to Public Folders (provided there are access restrictions in place on the folders).  Local Area Network administration is the responsibility of the DMS Client.

r. Running DMS Client software and DMDS software on the same machine results in “low memory errors.”  DMS Clients should upgrade memory to at least 192K when running both to eliminate the problem.

s. Provide to the DMS Service Provider a listing of POCs within the DMS Client activity for any and all matters pertaining to DMS operations and maintenance.  Provide updated lists to the service provider when POC’s change.

t. High Precedence Message Notification is not a capability within DMS and cannot be accomplished by the DMS Service Provider.

u. Contact the DMS Service Provider if a DMS Client has any special Naval messaging requirements.

6. This agreement is activated on signature by both parties, and shall remain in effect until superceded, suspended, or cancelled by an act of one or both parties.  Authorized signatures of both parties appear below:

Authorization of DMS Service Provider: 

Activity__NAVCOMTELSTA WASHINGTON DC___

Director of N3:__LT. Charles Fisher____

Authorization of DMS Client activity:

Activity Name:_______________________

Address:________________________

________________________________

Classification:_______________________

POC Name:_______________________________

Email Address:_______________________


Phone Number:_______________________

Printed Name:___________________

Signature:______________________

Date:___________________________

Command’s Current Routing Indicator:
_____________

Point of Contact for the CSA:
Printed Name:_Beverly Blume_______________

Email Address:____beverly.blume@navy.mil__

Telephone Number:__Coml: 202-685-2411 or DSN: 325-2411__

Fax Number:____Coml: 202-433-0351 or DSN: 288-0351___

Fedx Address:____NAVCOMTELSTA WASHINGTON DC

_____1325 10th ST. SE._____

_____Washington DC 20374-5069_____

