The Certificate Authority Workstation (CAW) is a trusted hardware platform that is used to create certificates, and place Organizational and individual encryption and signature X.509 certificates on FORTEZZA’s®.

Cards used by DMS secure messaging and Palladium Modems used by the Remote Access Security Program (RASP). 

Certificate Authority (CA) are the primary Operators of the CAW, however it is not possible for one operator to run the CAW, but rather a team is used; one part of which is responsible for actual certification work, and the Information System Security Officer/System Administrator (ISSO/SA) is responsible for the platform itself.  In keeping with standard COMSEC practices every certificate issued by a CAW requires the CA to register the user and an ISSO to validate, commonly known as two-person integrity.

Periodically, the CA produces a Certification Revocation List (CRL) to post in the Directory Information Tree (DIT). A CRL is a time stamped list identifying revoked certificates signed by a CA.  Each revoked certificate is identified in a CRL by its certificate serial number.    DMS not only checks the certificate signature and validity but also acquires a suitably recent CRL and checks to see that the certificate serial number is not on the CRL prior to transmitting all messages.

What is a FORTEZZA® card? 

Fortezza, Italian for “fortress,” is a family of security products trademarked by the US government’s National Security Agency. The family includes Personal Computer Memory Card International Association-based cards.  The Fortezza crypto card is A personal computer card that uses algorithms and procedures approved by National Institute of Standards and Technology (NIST) and the National Security Agency (NSA) to provide network related security.  Also identified as the KOV-11.  The card, when used in conjunction with the proper applications and network infrastructure, provides data integrity, access control, authentication, non-repudiation and confidentiality of user information.
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What is an X.509 Certificate?

X.509 certificates contains such information as the version number of the certificate, the certificate identifying serial number, the signature algorithm used to sign the certificate, the issuer’s distinguished name, the validity period of the certificate, the distinguished name of the subject, and the information about the subject’s public key.  An organization user may require one or more certificates depending on the organization’s needs.

How to request a X.509 Certificate/ FORTEZZA® card

The X.509 Certificate Request Form is the vehicle by which an end user initiates an action for an X.509 certificate and/or a FORTEZZA® card.  It documents the user certificate, and signature information for the end user and is used to record the appropriate administrative data.

The end user may obtain the X.509 Certificate Request Form from the Navy DMS Web page, https://dms.navy.mil/, Select X.509 certificate pkg, select GENSER v2.4 End User Request Forms Package
 (Beginning April 1, 2004, all access to this web site will be restricted to only those persons possessing valid DoD PKI Certificates.)
  The following steps outline the recommended process to complete the form.

 The end user (in conjunction with an RA or Sub-Registration Authority (SRA), as designated by local procedures) fills in the appropriate User Information (Blocks 1-5), Supporting Information (Blocks 6-8, 10-11), and Certificate Information sections (Blocks 19-36) of the X.509 Certificate Request Form.  Based upon the certificate(s) being requested, the end user includes the appropriate pages of the form.  The end user numbers each page included and puts the total number of pages included on each page in the top left of the form.  The end user signs block 13.

1. The end user’s Supervisor signs Block 14 of the X.509 Certificate Request Form.

2. The Security Officer signs Block 15 of the X.509 Certificate Request Form.  This signature provides verification of the requested clearances, privileges, and security categories.

3. The end user sends the X.509 Certificate Request Form to the RA (or CA if there is no separate RA at the site).

4. The CA creates the end user certificate at the CA workstation using the information provided on the X.509 Certificate Request Form.  If the end user has requested multiple certificates, each certificate is created separately.

5. Upon receipt of the FORTEZZA® card/SWF floppy and PIN, the user must sign and return the User Advisory Statement (UAS) within 60 days of delivery or the FORTEZZA® card/SWF floppy will be considered compromised.  60 days is the maximum time set by policy?  Local policy can set this limit to a shorter time (e.g. 30 days)
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FORTEZZA Users Responsibilities

FORTEZZA users are responsible for safeguarding their KOV-11s in addition to the PIN numbers.  Ultimate success or failure rests with the individual users.  The careless user or the user who fails to follow procedures for using and safeguarding KOV-11s wastes all security efforts.  FORTEZZA users must make sure only authorized individuals have access to shared organizational cards.  Users must follow security rules at all times.  


 Classified Card
 A FORTEZZA card configured for use in a SECRET environment is called an Fortezza for Classified “FFC” card carrying a Red label.  

The FFC card is unclassified when locked by the Pin (i.e., a card that is not in use).  When unlocked by the Pin, the FFC card will be classified at he level of the highest classification asserted by the certificates on the card.
Physically protect a locked FFC card in a manner similar to a credit card or high value item to limit the possibility of loss, unauthorized use, substitution, tampering, or breakage

An unlocked FFC card (i.e., an FFC card that is in use) must be afforded the protection commensurate with the certificates.  At no time will an FFC be left in an unattended terminal.  If the FFC card is not in active use, the user must log out of the application, remove the FFC card from its reader
The implementing organization may, in order to further mitigate risk to its information, elect to handle the FFC card as classified material when not in use and locked with the PIN.  

Unclassified Cards

A FORTEZZA card configured for use in a unclassified environment is called Sensitive but unclassified card SBU  card carrying a white label. 

Protect FORTEZZA cards (KOV-11s with only unclassified certificates loaded) in a manner similar to a credit card or high value item to limit the possibility of loss, unauthorized use, substitution, tampering or breakage.  

Safeguarding Pins

 Memorize the PIN.  Do not write the Pins on the Fortezza card or record in any manner in the vicinity of the host system for any reason. Do not share the PIN for individual cards.  When sharing the PIN for organizational cards and duplicate cards for infrastructure components. 

The PIN for a KOV-11 is unclassified. For securely store the PIN or PIN letter physically separate from the card to prevent loss or unauthorized access.

For FFC cards, store the PIN in a sealed envelope with initials over the envelope's seal in such a way that tampering will be obvious.  

Automatic Disabling.

 The FORTEZZA CARD will disable itself after 3 consecutive failed attempts to enter the PIN.  Users must provide an X.509 form to their CA to arrange for card reactivation and new PIN assignments.  

 Reportable Events

Report the following events involving FORTEZZA CARDS to the  CA immediately, but no later than 1 working day after the event, for review and possible compromise recovery actions.  
Loss of Card.  The temporary or permanent loss of any KOV-11.  
PIN Compromise.  Actual or suspected compromise of PIN.  
Card Misuse.  Actual or suspected misuse of the KOV-11 and associated software (i.e., unauthorized modification to the FORTEZZA software installed on the host).  
Card Tampering.  Actual or suspected tampering with the KOV-11.  
Duplicate Cards.  Unauthorized use of an authorized duplicate KOV-11 or an unauthorized duplication of a KOV-11.  
Unreported Personal Data Changes.  User failure to notify the issuing CA of distinguished name (DN) changes.  
User Departure.  KOV-11 users leaving an organization without advising the FRO or CA concerning the status of their card.    
Premature Disabling.  Detection that a user’s card is disabled prior to the user making ten unsuccessful consecutive attempts to unlock their card.   
Incorrect Certificate Use.  The use of a sensitive certificate for protecting classified information.  
Unattended Terminal.  An unlocked FFC card left in an unattended terminal.    
Reportable Information.  the following data will be provided to the CA to assess the impact of the events. 
	User’s name, distinguished name, card serial number (chip internal serial number), and organization    

	Complete circumstances of incidents, including physical security situations

	Other personnel involved in the incident

	What was potentially compromised (the card, PIN, or FORTEZZA software)

	User’s assessment of degree of potential compromise

	Any additional information that may be requested
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