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EXECUTIVE SUMMARY

This document defines the procedures for the configuration of the Defense Message System (DMS) User Agent (UA) in support of the Groupware Server (GWS) Failover architecture.    

The Navy GWSs located at the DMS Service Providers (DSPs) have been identified as a single point of failure in the DMS architecture.  These GWSs contain the organizational messaging accounts for Navy DMS commands.  

As directed by the DMS Working Group, a matrix of GWS Failover requirements has been developed.  This set of requirements addresses the failure of a Navy DSP site.  The failures addressed by these requirements include events ranging from a DSP network outage to a regional catastrophe that would take the entire DSP off-line for an extended period of time.  


When these failover requirements are met, the end user commands will have a pre-established capability to send and receive organizational messages, even if there is a regional catastrophe (e.g., hurricane), which impacts their normal primary DSP operations.  

The DMS 3.0 UA (customer) can be categorized into three types:  Dial-up, Direct Connect or Remote.  The Dial-up customer calls into a DSP (dial-up connection), a Direct Connect customer connects to the DSP using a dedicated Local Area Network (LAN)/Wide Area Network (WAN) connection and a Remote customer connects to a remote GWS (dial-up connection).

In the event of a failover, the command will be contacted to dial into the failover site to retrieve messages.  At the conclusion of the failover event, the command will receive a message from the failover site administrator stating the time frame for retrieving all messages from the mailbox.  After this time the failover mailbox will be cleared and the user account locked out.

This Page Is Intentionally Blank 

Configuration control

Document Information

	Document Title
	End User Guide - Groupware Server Failover Procedures

	Prepared For
	Department of the Navy Space and Naval Warfare Systems Command – PMW 166

	Prepared By
	SPAWAR DMS Lab


Document Control

	Document Number
	FOUA-UG-01-U-R0C0

	Date of Original Issue
	4 March 2004

	Revision Number
	

	  -Date of Revision
	

	Change Number
	

	  -Date of Change
	


APPROVAL

	Originator
	

	Approval (e.g., CCB)
	


Use the following table to record changes to this document.

	Change

Number
	Date of Change
	Page Number(s)
	Change In Effect

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


This Page Is Intentionally Blank 

Conventions

The following conventions are used throughout this document.

Keyboard and Notational Conventions 

· Bold text indicates an actual icon, button, tab, action, referenced step/section/table, typed entries or text that matches the prompts or window titles.

· Angle brackets < > are used to enclose optional items, or to depict a user-defined name.  For example (do not type the bracket):

· <local_drive> indicates a local drive where software is installed.

· <system_drive> indicates a local drive where the operating system and \DMS directory are installed.
· <Name of Object> indicates a user-defined name.

· An arrow (() between two key names, means there is a subsequent drop-down menu, or a tab to select.

· File name extensions appear in all lowercase.

· Acronyms appear in all uppercase.
· Names of files and folders appear in Title Caps, except when you are to type them directly.  Unless otherwise indicated, you can use all lowercase letters when you type a file name in a dialog box or at a command prompt.
· A plus sign (+) between two key names means that you must press those keys at the same time.  For example, press Alt+Tab means that you hold down Alt while you press the Tab key.
· A comma (,) between two key names means that you must press each of the keys consecutively, not together.  For example, Press Alt, F, X means that you press and release each key in sequence.  Press Alt+W, L means that you first press Alt and W together, and then release them and press L.
· You can cancel the display of a dialog box by pressing the Esc key.

Associations of Functions to Symbols

The following table lists the associations of functions to symbols:
	Operation
	Examples

	Using the mouse, click on the button
	Click on OK

	Press a key on the keyboard 
	Press Esc, or Press Enter

	Select (position the cursor and mouse-click on the screen icon/image/tab/selection)
	Select the Option tab

	Select (position the cursor and mouse-click on the screen icon/image) a series of common commands
	Select Start(Programs(Administrative( Tools(Backup

	Enter (Press the Enter key)
	<Enter> 

	Insert (Press the Insert key)
	<Insert>

	Escape (Press the Esc key)
	<Esc> 

	Press multiple keys simultaneously
	Press Ctrl+Alt+Delete

	Press a button or switch not on the keyboard
	Press Power button

	Type using the keyboard
	Type <Your Computer Name>
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ABOut this Document

This document – End User Guide - GWS Failover Procedures, is organized in two parts.  The first part describes the document itself, and includes revision history information, reference documents, and a list and description for each section within the document.  The second part will be the numbered sections which describe the procedures for configuring the DMS UA to support GWS failover.
Reference Documents

The following references were used in the creation of this document:

A. GWS Failover Recommended Standard Operating Procedures  

· Prepared by SPAWAR DMS lab

· February 24, 2004

B. Installation Instructions for DMS Product Numbers UA108 and UA0098

· Prepared by Lockheed Martin Corporation

· May 23, 2002

C. Release 3.0 Gold Media FEN Applicability Matrix

· Prepared by the Navy

· Use current document
D. Detailed Design Document (DDD) 

· Prepared by the Navy for DISA

· Commissioned Database

DOCUMENT SECTIONS

The sections of this document are organized as follows:

· Section 1:  INTRODUCTION.  This section explains the document purpose and scope of this document.  This section also provides support and contact information.
· Section 2:  HARDWARE AND SOFTWARE REQUIREMENTS.  This section describes the hardware and software for the DMS UA.
· Section 3:  DMS 3.0 UA (CUSTOMER) CONFIGURATION.  This section describes how to configure the client machines to utilize GWS failover capability.

This Page Is Intentionally Blank
1. INTRODUCTION

Effective communications are based on the professional execution of sound Standard Operating Procedures (SOPs).  These operating procedures are used by the Department of the Navy (DoN) as a method to ensure vital jobs and functions are performed in a predetermined and proven manner.

This section will describe the purpose and scope of this document.  It will also provide support and contact information.

1.1 Document Purpose

This document defines the procedures for the configuration of the DMS UA in support of the GWS Failover architecture.    

1.2 Document scope

This document will define the DMS UA failover configuration for dial-up and direct connect customers.  
1.3 SUPPORT AND CONTACT INFORMATION  

Support and contact information is listed below:

· DMS Consolidated Help Desk (DCHD) Global Help Desk:

· Telephone:  877-646-1476 (Commercial)

· Telephone:  312-565-0902 (DSN)

· Website:  http://www.dmshelp.navy.mil
· SPAWAR TSA Help Desk:

· Telephone:  619-524-2242 (Commercial)

· Telephone:  524-2242 (DSN)

· Website:  https://dms.navy.mil
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2. HARDWARE AND SOFTWARE REQUIREMENTS

The hardware and software requirements for the DMS UA are listed below:

NOTE:  See Section 2.2 for information on obtaining current Field Engineering Notices (FENs).

2.1 DMS 3.0 UA (Customer)

There are three types of customers supported by the GWS Failover architecture.  These include dial-up, remote, and direct connect customers.

The hardware and software for DMS 3.0 client includes:

· Hardware:

· CPU = Pentium II or III. 

· Hard drive = 300 MB of available disk space.

· System Memory = 256 MB (Minimum).

· FORTEZZA card reader.

· FORTEZZA card.

· Modem or Sectera.

· Network Interface Card (remote/direct only).

· Software:

· DMS 3.0.2M.0 Client (Gold Media Baseline) with appropriate FENs.  

2.2 FEN requirements

The FEN requirements, for all components of DMS, are listed in the “Release 3.0 Gold Media FEN Applicability Matrix”.  
This document is available on the Defense Information Infrastructure Asset Distribution System (DADS) websites listed below:

· NOC-Columbus:

· NIPRNet at https://dkwwwefgv001.roscc1.disa.mil
· SIPRNet at https://dkwwwefgvs02.roscc.disa.smil.mil
· NOC-Europe: 

· NIPRNet at https://dkwwwsxfl001.roscc1.disa.mil
· SIPRNet at https://dkwwwsxfls02.roscc.disa.smil.mil
· NOC-Pacific:

· NIPRNet at https://dkwwwyvew001.roscc1.disa.mil
· SIPRNet at https://dkwwwyvews02.roscc.disa.smil.mil
· NOC-Detrick:

· NIPRNet at https://whefl001.ncr.disa.mil
· SIPRNet at https://207.85.98.203  

3. DMS 3.0 UA (CUSTOMER) CONFIGURATION 

The DMS 3.0 UA (customer) can be categorized into three types:  Dial-up, Direct Connect or Remote.  
The Dial-up customer calls into a DSP (dial-up connection), a Direct Connect customer connects to the DSP using a dedicated LAN/WAN connection and a Remote customer connects to a remote GWS (dial-up connection).

In the event of a failover, the command will be contacted to dial into the failover site to retrieve messages.  At the conclusion of the failover event, the command will receive a message from the failover site administrator stating the time frame for retrieving all messages from the mailbox.  After this time the failover mailbox will be cleared and the user account locked out.

WARNING:  It is the customers responsibility to retrieve their failover messages.  The failover mailbox will be cleared (messages deleted) once normal operations have been restored.

The customer should be aware that the Defense Switched Network (DSN) is a preemptive service dependant on access priority (e.g., routine, priority, immediate).  
If you are experiencing quality of service issues (e.g., dropped calls, static) contact your Base Communications Office (BCO).  You will need to provide your phone number, the phone number you called, and the date and time of the call.  

NOTE:  It is the customer’s responsibility to be pro-active in reporting phone line problems.

3.1 DIAL-UP CUSTOMER

To support customers who dial into a DSP, three operations must be conducted.  These operations include:

1. Creating and configuring a failover dial-up connection (Section 3.1.1).  

2. Creating an Outlook Personal Folder (.pst), if not already in use (Section 3.1.2).  

3. Create a failover Outlook Profile (Section 3.1.3).

3.1.1 Failover Dial-up Connection

A failover dial-up connection must be created and configured by the customer.  This dial-up connection is necessary to support the failover architecture.  The steps for configuring the dial-up connection are in Section 3.1.1.1 for Windows NT 4 and Section 3.1.1.2 for Windows 2000.

3.1.1.1 Windows NT 4 Workstation 

The steps to create and configure the failover dial-up connection will depend on the client’s current dial-up configuration.  
If the client has never configured a dial-up connection, go to section 3.1.1.1.2.  If the client has an existing dial-up connection, continue with section 3.1.1.1.1.

3.1.1.1.1 Existing Dial-up Configuration

To create and configure the Failover dial-up connection on a client with an existing dial-up configuration, follow these steps:

1. Double-click the desktop icon My Computer.
2. From the My Computer window, double-click the Dial-Up Networking icon.

3. Select the existing DSP connection from the pull-down list box.

4. Click More → Clone entry and modem properties.

5. Enter in a descriptive name, such as Failover, for the failover connection.

6. Enter the appropriate failover DSP phone number information.  Make sure to enter the complete number.  For example, nine (9) for an outside line, country code, area code and then the number (e.g., 9-001-619-523-5643).

7. Click OK.
8. Click More → Create Shortcut to Entry, and then click OK.  This will add the shortcut to the desktop.

9. Click Close at the Dial-up Networking dialog.

10. Close the Exploring-My Computer properties page.

3.1.1.1.2 New Dial-up Configuration

To create and configure the Failover dial-up connection for the first time, follow these steps:

1. Double-click My Computer.
2. Double-click the Dial-Up Networking item.

3. Click OK to The phonebook is empty dialog.  Press OK to add an entry dialog.

4. Name the new phonebook entry (e.g., <Failover>).

a. Select the, I know all about phonebook entries and would rather edit the properties directly, check box.

5. Click Next.

6. Select the Basic tab.  In the phone number field, enter the appropriate failover DSP phone number information.  Make sure to enter the complete number.  For example, nine (9) for an outside line, country code, area code and then the number (e.g., 9-001-619-523-5643).

7. In the Dial using field, select your modem from the drop-down list box.

8. Click Configure.

9. At the Initial Speed (bps) drop-down list box, select the speed matching your modem.  Note:  This selection (speed) will be used to configure modem and port properties in step 23.

10. Make sure that the Enable hardware flow control, Enable modem error control and Enable modem compression boxes are checked.  Verify that the Disable Modem Speaker selection is unchecked.

11. Click OK.
12. Select the Basic tab, and uncheck Use another port if busy.

13. Select the Server tab.

14. In the Dial-up server type drop down box, select PPP: Windows NT, Windows 95 plus, Internet.
15. Under Network Protocols, make sure that TCP/IP is the only box checked.

16. Select the Script tab and verify that the None radio button is selected.

17. Select the Security tab.  Select the radio button for Accept any authentication including clear text.
18. Select the X.25 tab.  Verify that the network field drop-down box displays None.

19. Click OK.

20. On the Dial-up Networking page, select More → Create shortcut to entry.
21. Click OK to place this shortcut on the desktop.

22. Close both the Dial-up Networking and Exploring-My Computer pages.

23. Verify the baud rate is the same on Ports and Modem properties. 

a. Go to Start → Settings → Control Panel → Ports.
b. Highlight the communication port for your modem and click Settings.

c. Change the baud rate to match your setting from step 9.

d. Make sure that Flow Control is set to Hardware and click OK and then click Close.

e. From Control Panel, select Modems.
f. Highlight your modem and click Properties.
g. Under Maximum speed, select the speed that matches your setting from step 9.

h. Click OK.

i. Click Close on the Modems Properties Box.

j. Close the Control Panel.

3.1.1.2 Windows 2000 Professional 

To create and configure the alternate (failover) dial-up connection for Windows 2000, follow these steps:

NOTE:  These steps are the same for a new or an existing dial-up configuration.

1. Click Start → Settings and click on Network and Dial-up Connections.
2. From the Network and Dial-up Connections page, double-click Make New Connection
3. Click Next at the Welcome to the Network Connection Wizard screen.

4. Select Dial-up to Private Network, click Next.

5. In the Phone number box, enter the appropriate Failover DSP phone number information.  Make sure to enter the complete number.  For example, nine (9) for an outside line, country code, area code and then the number (e.g., 9-001-619-523-5643).

6. Click Next.

7. Select the Only for myself radio button on the Connection Availability screen, and click Next.

8. Enter in a descriptive name, such as Failover, for the failover connection.

9. Check the Add a shortcut to my desktop checkbox and click Finish.

10. The Connect screen will be displayed.  Click Properties to check the modem settings. 

11. The Connection settings will be displayed.  On the General tab, make sure that the Modem selected is correct.  Click Configure.

12. Verify that the Maximum speed is set correctly.  Make sure that the boxes are checked for Enable hardware flow control, Enable modem error control and Enable modem compression, and then click OK.

13. Select the Options Tab. 

14. In the Dialing Options section, check All boxes.  This includes, Display progress while connecting, prompt for name and password, certificates, etc., Include Windows logon domain, and Prompt for phone number.  

a. In the Redialing options area, change the settings as required.  

15. Select the Security tab.  

16. In the Security options field, verify that under Typical in the Validate my identity as follows drop-down box that Allow unsecured password is selected.  

17. Select the Networking tab.  

18. Under the Type of dial-up server I am calling field, verify that PPP; Windows 95/98/NT4/2000, Internet is selected in the drop-down box.  

a. In the Components checked are used by this connection field, check the boxes for Internet Protocol (TCP/IP) and Client for Microsoft Networks.

19. Select the Sharing tab.

20. For security reasons verify that the Enable Internet Connection Sharing for this connection box is NOT checked in the Interned Connection Sharing section, and then click OK.

21. The Connect window will appear.  Enter the User name, Password and Domain for your Failover mailbox.  Click Dial.

22. After you have been authenticated to the network you should get a screen stating you are now connected.  Click OK to close the window.

3.1.2 Outlook Personal Folder (.pst) 

The failover profile uses a Personal Folder (.pst) that is accessible to the primary and failover Outlook profiles.

NOTE:  If the Outlook client is already configured with a Personal Folder, go to section 3.1.3.  This procedure is the same for Windows NT 4 and Windows 2000.  

To create a Personal Folder in Outlook:

1. Right click on the desktop Outlook icon and click Properties.

2. Click Add, to show the list of available services.

3. Scroll through the list and select Personal Folders, click OK.
4. The Create/Open Personal Folders File dialog is displayed.
5. In the File name field, type a file name in place of the asterisk (*.pst).
6. Accept default location, or browse to an alternate location.

7. Click Open.

8. Select OK at the Create Microsoft Personal Folders dialog.

9. Select OK to close the Outlook properties dialog.

3.1.3 Failover Outlook Profile

To create the Failover Outlook Profile the recommended method is to copy the existing profile, and then modify the services to include the failover site information.  

NOTE:  

This portion of the configuration should be conducted while connected to the failover DSP site.  Using the failover dial-up connection created in section 3.1, log on to the domain using the user name and password provided by your DSP.
This configuration is the same for Windows NT 4 and Windows 2000.

To create the Failover profile:

1. Right click on the desktop Outlook icon and click Properties.

2. Click on Show Profiles.

3. Highlight the existing DMS profile and click Copy.

4. Give the profile a descriptive name (ex. Failover) and click OK. 

5. Highlight the new profile and click Properties.

6. Highlight Microsoft Exchange Server and click Remove.  

7. Select Yes to the dialog stating, This information service contains the default store for the profile.  Are you sure you want to remove this information service from the profile.

8. Highlight X.500 Address Book Provider and click Properties.
9. Change the Primary DSA hostname or IP address to the information provided by your DSP (i.e., the failover hostname or IP address) and click OK.

10. Highlight one of the X.500 MasterKey Plus instances (there are three) and click Properties.

11. At the Connection details area, in the server name field, change the address to the failover DSA hostname (or IP address).

12. If an alternate DSA is available, select the Configure button in the Backup Connections area and enter a hostname (or IP address) in the Server Name field, and click OK.

13. At the dialog stating, Any changes you have made to your MasterKey Plus configuration will not take affect until you start a new session, click OK.

14. Repeat steps 10-13 for each instance of MasterKey Plus.

15. Click Add, and select Microsoft Exchange Server and click OK.
16. Enter the failover server name (e.g., NSEMVT04) provided by your DSP.

17. Enter the mailbox name for your command, and then click Check Name.

18. You may be asked for your user name, domain and password.  Enter this information for your Failover mailbox and click OK.

19. After the name is resolved (underlined), click Apply, and then click OK.

20. Select the Delivery tab.

21. At the Deliver new mail to the following location drop-down list box, select the personal folder created in section 3.1.2.

22. Click OK.

NOTE:  At the conclusion of the failover event, the command will receive a message from the failover site administrator stating the time frame for retrieving all messages from the mailbox.  After this time the failover mailbox will be cleared (messages deleted) and the user account locked out.

3.2 DIRECT CONNECT CUSTOMER 

A direct connect customer is defined as a customer that connects to the DSP using a dedicated LAN/WAN connection. 

To provide failover support for direct connect customers, a dial-up connection (3.1), an Outlook Personal Folder (Section 3.1.2) and an alternate (failover) Outlook Profile (Section 3.1.3) will need to be created.     

WARNING:  It is mandatory, for security reasons, to disable the LAN connection before enabling the modem connection to the Failover DSP.  

To disable the LAN connection and enable the modem, follow these steps:

1. Shut down the machine by selecting Start → Shutdown.

2. Once the shutdown process is complete, power off the machine.

3. Physically unplug the LAN cable from the Network Interface Card (NIC) located at the back of the machine.

4. Plug an available phone line into the line port (as labeled) on the modem located at the back of the machine.

Note:  Verify that the phone line is free of voicemail.  The dial tone will consist of short bursts, similar to a busy signal if there are voicemail messages.  You must clear these messages before connecting the phone line to the modem.
5. Power-up the client machine.

6. Once you are logged on, double-click the Dial-up Connection shortcut on your desktop (e.g., Failover) and click on the Dial button.

7. You will be requested to provide the user name, password and domain for your failover mailbox.  Enter this information and click OK. 

8. You will receive a notification stating you have dialed in successfully, close this box.

9. Open Outlook.

10. Select the Failover Profile (created in section 3.1.3) from the drop-down box and click OK.
11. You will, again, be requested to enter the failover mailbox user name, domain and password.  Enter this information and click OK.

12. Outlook will open to your Failover Mailbox.  Process messages as required.

NOTE:  At the conclusion of the failover event, the command will receive a message from the failover site administrator stating the time frame for retrieving all messages from the mailbox.  After this time the failover mailbox will be cleared (messages deleted) and the user account locked out.

3.3 REMOTE SITE CUSTOMER 

A remote customer is defined as a customer that connects to a GWS that is independent from a DSP site.  This configuration is termed a remote GWS site.  In this case, the customer does not require any alternate failover configuration.  The failover configuration will be handled at the DSP by the remote site’s system administrator. 

PAGE  

_1139901869.doc
[image: image1.png]



[image: image2.png]













End User Guide







Groupware Server Failover Procedures























































4 March 2004















Prepared For







Department of the Navy



Space and Naval Warfare Systems Command



PMW 166



53560 Hull Street



San Diego, CA  92152-5002







Prepared By







SPAWAR DMS Lab 



53560 Hull Street



San Diego, CA  92152-5002







































Distribution authorized to the Department of Defense and U.S. DoD contractors only; documentation; effective date July 2002.  Other requests for this document shall be referred to Space and Naval Warfare Systems Command (SPAWARSYSCOM), 53560 Hull Street, San Diego, CA  92152-5001, ATTN: 166







WARNING – This document contains technical data whose export is restricted by the Arms Export Control Act (Title 22, U.S.C., Sec. 2751, et set.) or the Export Administration Act of 1979, as amended, Title 50, U.S.C., App. 2401 et seg.  Violations of these export laws are subject to severe criminal penalties.  Disseminate in accordance with the provision of DOD Directive 5230.25.







Published by direction of Commander, SPAWARSYSCOM, San Diego, CA  92152-5001
























